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irst used in the 1920s, as-
Fsessment centers were de-

signed to select and promote
personnel in occupations ranging
from engineers and scientists to sec-
retaries, military personnel, and
even spies. More specifically, an as-
sessment center is a process, not a
place, which a team' uses to identify
and evaluate leadership skills for
higher level positions, such as su-
pervisors and managers. These cen-
ters? gained widespread acceptance
in the United States during the
1950s and 1960s. Today, various
organizations view the assessment
center as a widely accepted tool for
recommending personnel actions in
a variety of occupations, including
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Effective
“|Assessment

Center Program
Essential Components

By THURSTON L. COSNER, Ph.D. and WAYNE C. BAUMGART

-
law enforcement. Regardless of the
occupation, common elements exist
for an effective assessment center.
While an assessment center based
program may not incorporate all of
the criteria of a true assessment cen-
ter, certain components exist that
all assessment programs should
include. By becoming familiar with
these components, agency adminis-
trators can improve the chances
of providing an assessment pro-
gram that will best benefit their de-
partment.

One key principle for a success-
ful assessment center is that all
members of the assessment process
must work as a team. Properly ex-
ecuted, an assessment program

should provide considerable ben-
efits to a department. Not only will
the best candidate be selected for
the position, but others in the de-
partment will benefit as well.

Getting to Know the Department

In making an effective assess-
ment program, the assessors first
should become familiar with the
targeted department or unit. This
preliminary step involves meeting
with all individuals involved in the
assessment process, including cur-
rent employees, their supervisors,
and any others who work with the
incumbents. Additionally, consid-
ering the current trend toward com-
munity-oriented policing, assessors
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Dr. Cosner is a clinical and
consulting psychologist in
private practice.

may meet citizens who could inter-
act with incumbents. In fact, citi-
zens may even serve on the assess-
ment team.

In addition to learning the du-
ties of the employee and their place
within the department and the com-
munity, members can glean a better
understanding of the prevailing so-
cial climate of the work environ-
ment from this meeting. Because
subtle differences exist between po-
lice departments, each assessment
team needs specific information
to generate a useful program. For
example, some police departments
emphasize enforcement and
SWAT-type activities, while other
agencies may be more community-
and public relations-oriented. Fi-
nally, this first step of the assess-
ment process can generate a
departmentwide self-study that can
continue far beyond the assessment
procedure.

Reviewing and
Updating Job Descriptions

The second step in conducting
the assessment involves both the
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Chief Baumgart heads the Euclid,
Ohio, Police Department.

assessment team and key depart-
ment personnel reviewing and up-
dating current job descriptions.
This activity should remain a joint
venture between the assessment
team and the department. Unfortu-
nately, this important step in the
assessment process often gets ne-
glected. However, the job descrip-
tion can tell the assessment team as
much about the department as it
does about the position itself. Re-
viewing current job descriptions
also can help clarify the roles of the
individuals who currently hold the
positions. The review process en-
ables departments to take a rational
and reflective look at how they have
operated in the past. If the depart-
ment and assessment team can forge
a high level of cooperation, all will
benefit. Managers must not under-
estimate the importance of updating
job descriptions. Departments that
operate without updated job de-
scriptions may appear poorly man-
aged, encounter huge legal risks,
and lack an effective or defensible
employee evaluation program.
Agencies easily can rectify this

situation and put the department
on track for more effective models
of police performance by periodi-
cally reviewing their position
descriptions.

Conducting Job Analysis

After the assessment team com-
pletes the initial meetings and job
description process, they conduct a
job analysis. The job analysis dif-
fers from the job description, in that
job descriptions usually appear in
narrative form, list the kinds of
tasks employees perform, and de-
fine the job’s place within the orga-
nization. In contrast, the job analy-
sis, a process that involves current
employees as well as supervisors,
and in some cases, subordinates and
clients, entails a breakdown of the
nature, extent, frequency, and im-
portance of specific types of be-
havior that characterize the job
(e.g., ability to negotiate, manage
tasks, or handle certain types of
situations).

Job analysis stands as the
lynchpin of any assessment center
program. Through job analysis,
team members identify critical and
important tasks of the position, de-
velop an understanding of the un-
derlying knowledge, skills, abili-
ties, behaviors, and traits necessary
to perform the work, and measure
these elements through the assess-
ment process.

After the team completes the
assessment program and ranks the
candidates, they should make the
results of the job analysis available
to the entire organization. Updating
job descriptions, coaching current
employees, improving employee
evaluations, and identifying
training needs for personal and




professional development represent
some job analysis functions. A post-
assessment meeting with the assess-
ment team to discuss the results of
the job analysis can aid department
administrators in strategic planning
and can serve as a precursor to
change for the department. By fol-
lowing this process, the effects of
change will have a greater impact
and remain more consistent with
department objectives and goals.

Meeting with Candidates

Upon completion of the job
analysis, assessors should meet
with candidates to help them under-
stand the assessment process. At the
meeting, assessors should tell can-
didates what to expect during the
assessment process, as well as the
rating methods.

The meeting also allows candi-
dates to ask any questions they may
have about the procedure. Most
candidates have an interest in the
assessment procedure, the evalua-
tion process, and the assessors’ ex-
perience. Candidates have reported
that this meeting prepares them for
approaching the assessment proce-
dure and that it helps reduce unnec-
essary tension and stress that most
candidates naturally experience
when preparing for an assessment
center program.

Developing
Assessment Activities

After the meeting, the assessors
should develop procedures that they
will use to evaluate the candidates.
Each procedure must have a content
and construct valid relationship
with the results of the job analysis.
Content validity refers to activities

culled from the potential types of
actual activities that the employees
perform or will perform. By
comparison, construct validity re-
lates to the underlying skills,
knowledge, abilities, behavior, and
traits employees need to perform
the critical or important aspects of
their job.

1
Police

administrators...
have an obligation
to participate fully
in the assessment

center program.

The job analysis identifies cer-
tain characteristics, such as the abil-
ity to analyze particular problems or
the ability to read, interpret, and ap-
ply a department rule or regulation
to a practical situation. If these con-
stitute critical or important tasks for
the job, then the exercises can mea-
sure the skills and abilities related
to these tasks. More than one exer-
cise should exist to measure impor-
tant aptitudes. If the procedure has
construct validity, assessors can
logically and empirically link the
assessment activity and its relation-
ship to the critical aspects of perfor-
mance identified in the job analysis.
An assessment team that cannot re-
late its procedures to the job analy-
sis risks conducting an invalid as-
sessment center.

Assessment centers can use
a number of different types of

exercises (e.g., the in-basket activ-
ity, the fact-finding exercise, and
the group activity®) to evaluate the
candidates and observe how they
would react in certain situations.
Because time and resource con-
straints exist, each program will not
use all exercises and will vary
among departments.

In addition to using a mix of
these exercises, the team should in-
terview each of the candidates.
Generally, to facilitate the inter-
view, the candidates first should
complete a personal and career atti-
tude questionnaire. This question-
naire can ask the candidates about
how they spend their work day,
their interests, what problems they
believe currently exist in the depart-
ment, and other relevant questions
for the position. Assessors inter-
weave the content-valid material
gathered in the interview and on the
questionnaire with other behavioral
observations made during the
assessment activities to provide
a comprehensive picture of the
candidates.

Psychological Testing

In addition to including law en-
forcement professionals, assess-
ment teams should include a police
psychologist to participate in as-
sessment activities. These activi-
ties, such as psychological tests and
structured interviews and simula-
tion activities with construct valid-
ity, can provide a more dynamic
view of the candidate. Not only can
assessment teams observe the
candidate’s visible behavior, but
also, through the testing process,
they can more thoroughly assess
underlying characteristics and traits
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the candidate may possess. On
one hand, it remains vital to under-
stand the candidate from the per-
spective of a seasoned veteran po-
lice officer, yet, it remains equally
important to understand the candi-
date from a psychological perspec-
tive, which will often identify per-
sonality characteristics that
observation and interview do not
always reveal. Additionally, a psy-
chological test can validate the ob-
servations made during the assess-
ment. If the test findings and the
observations agree, then the rating
is supported from a different per-
spective. If disagreements between
the results of the test and the behav-
ior of the candidate should occur,
then the assessors should reconcile
the differences.

Evaluating Performance

In the next step, typically two or
three assessors evaluate the candi-
dates. This process should proceed
with each assessor compiling a
score for each of the candidates,
based on their performance on the
assessment exercises. After each as-
sessor completes this step, they
should meet to discuss their ratings
and to achieve a consensus score for
each candidate. In those rare cases
where assessors experience an im-
passe, they should average the can-
didates’ scores to achieve a final
rating for the characteristic in ques-
tion. Additionally, assessors can
use psychological tests to settle any
discrepancies.

Ranking the Candidates

After reaching a consensus on
each score, the assessors rank the
candidates by converting the values

4 | FBI Law Enforcement Bulletin

into percentage ratings. By trans-
forming the scores into percentages,
the assessors can factor in the rela-
tive weight for the assessment cen-
ter score into the candidates’ over-
all promotional evaluation scores,
which may include results from pro-
motional tests and departmental rat-
ings. Assessors must evaluate can-
didates against clearly defined
standards and not against each
other.

...all members
of the
assessment
process must
work as a team.

Compiling the Narrative Report

Because of the considerable
amount of information generated
from the assessment and to help
the appointing authority understand
the reasoning behind a particular
score, the assessors should develop
a narrative report. The narrative
report should include the candi-
dates’ behavior, their responses on
the test, and other appropriate char-
acteristics observed during the as-
sessment. Ideally, the narrative re-
port assists both the appointing
authority and the candidates in un-
derstanding the reasons for a par-
ticular score.

The narrative report should not
become a part of any permanent file

of the candidates. The assessors
should destroy the report following
the completion of the promotional
process and the expiration of the
list.

Debriefing the Candidates

After the team makes the pro-
motion selections, an opportunity
should exist for candidates to vol-
untarily talk to the assessors and
receive feedback on their perfor-
mances and reasons for their scores.
This discussion of strengths and
weaknesses not only informs candi-
dates why they placed where they
did, but allows them to use the feed-
back to capitalize on their strengths
and improve their weaknesses. For
those individuals who have an inter-
est, the session proves beneficial for
their career development and the
department as a whole.

Conclusion

Promotional examinations of-
ten are a period of great stress and
turmoil in many departments. When
a department uses an assessment
center approach to promotions, the
department administrator should
choose the best possible team to
gain the highest quality results. Po-
lice executives have the opportunity
to make the entire process a positive
experience for the candidate and the
department, as well.

Police administrators and the
assessment team, along with others,
have an obligation to participate
fully in the assessment center pro-
gram. Various comprehensive mod-
els exist of the essential compo-
nents of an effective assessment
center program. In fact, few assess-
ment centers contain all of the




components. An informed manager
can review the list of components
and decide exactly what to include
or omit from an assessment center.
If a substantial number of compo-
nents are missing, the administrator
should ask the team to modify their
approach to improve the process.
Although it has existed for
quite a few years, the assessment
center has gained popularity as a
tool for conducting promotional
programs in the public sector
only recently. If the assessment

team follows certain principles, the
assessment center will become not
only an effective tool for selecting
the best person for the position, but
will help the department develop a
standard and have a residual effect
for all of the candidates who partici-
pate in the process. 4

Endnotes

! An assessment team may consist of a
variety of individuals with experience in the law
enforcement field, including former and current
police personnel.

2 An assessment center is a tool for making
personnel decisions, including the selection,
promotion, transfer, or career development of
employees. A team of individuals, including
current employees, managers, personnel
experts, civilians, and others impacted by the
agency, make up the center. The team employs
numerous assessment activities to help them
recommend a personnel action. The activities
help them analyze the type of work and the
knowledge, skills, and abilities the employee
may have to perform the job.

3 Paul Jansen and Ferry deJongh, Assess-
ment Centres: A Practical Guide, (West Sussex
England: John Wiley and Sons, 1997).
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Focus on Corrections

Correctional Criminal

Investigators

The New Cops on the Beat
By William R. Bell

© Digital Stock

I o the public, when criminals get convicted and

sentenced to prison, it means that society no
longer has to worry about them. Unfortunately, this
rarely proves true. As the big steel door slams shut
behind them, many offenders merely graduate to a
higher level in their criminal educations. In fact,
today’s new breed of criminal is more motivated,
better organized, more dedicated to crime, and less
fearful of punishment than ever before. Some of the
offender’s sophistication comes from the influx of
organized gang activity within the prisons.

Correctional facilities traditionally have managed
their own operations successfully. At the same time,
they have depended frequently on outside police
agencies to investigate felony crimes committed by
their inmates. Yet, this arrangement can create
problems for the prison and cause frustration for
outside investigators for a number of reasons.

First, incarcerated offenders generate a huge
number of cases. For example, in 1998, Colorado had
about 13,000 inmates and recorded more than 14,000
violations. These violations ranged from minor
infractions to murder. No outside agency would have
the time or the resources to investigate all of these
prison crimes.
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In addition to the volume of crimes that occur,
the prison’s unique environment limits the ability of
outside agencies to conduct successful investigations.
Only correctional officers understand the physical
layout and daily operations of the prison. Perhaps
more important, the prison contains a subculture of
hardened criminals that bears only a slight resem-
blance to what exists on the street. Even the most
seasoned investigator would find it difficult to
investigate a crime with uncooperative victims,
witnesses, and, of course, perpetrators. On the street,
people who witness crimes usually report them to the
police, whereas in prison, inmates rarely report
crimes. A code of silence, punishable by death if
violated, keeps most inmates from talking to the
police.

Additionally, outside the prison, witnesses
usually give an account of an incident based on their
honest perception of the event. [Inmates, on the other
hand, go to great lengths to make sure they serve their
own best interests. Suspects and witnesses may even
stage crime scenes. Even the most cooperative
inmates will not give a complete account of what
they have seen. They may answer direct questions but
will not offer any additional information unless




investigators specifically request it. Indeed, prison
fosters an “us against them” society, where failure to
cooperate remains the rule of the day.

Finally, experienced investigators know that
intelligence gathering plays an essential role in
solving, and possibly preventing, crimes. Thus,
investigators who work in the prison full time stand in
the best position to gather the information they need
to combat prison crime.

A New Cop on the Beat

CID has 34 employees, including 25 criminal
investigators. CID investigators have extensive law
enforcement backgrounds and hold certifications from
the state’s Peace Officers Standards and Training
Board. In addition to detecting and prosecuting all
felony crimes associated with the Department of
Corrections, the unit also conducts background

checks of new employees, man-

THE COLORADO
EXPERIENCE L

Prior to 1983, the Colorado
Department of Corrections, like
most prison systems, employed
outside law enforcement officers
to investigate felony crimes.
Because the approach generated
few prosecutions, the department
abandoned it. Next, the department
tried using corrections employees

...the prison contains
a subculture of
hardened criminals

that bears only a slight
resemblance to what
exists on the street.

ages the drug deterrence program,
handles internal affairs cases, and
investigates inmate and civilian
complaints. Of all of the cases CID
investigators handle, drugs repre-
sent the largest percentage.

Combating Drugs

Drug cases constitute about 70
percent of the CID investigator’s
19 case load, as literally hundreds of
thousands of dollars in illegal

with law enforcement experience
to investigate some crimes within
the prison. This approach, although surpassing past
efforts, fell short of expectations. A lack of support
from local law enforcement agencies and the district
attorney’s office presented a significant obstacle to
the department’s efforts.

To gain support from the criminal justice commu-
nity, department investigators increased their contact
with outside agencies. During these contacts, they
shared valuable intelligence information. By demon-
strating that they possessed considerable information
that could benefit law enforcement officers outside
the prison and clearing a large number of criminal
cases, the investigative division began to earn cred-
ibility with local law enforcement officers and
prosecutors.

In the early 1990s, officials from the Colorado
Department of Corrections and the local district
attorney’s office approached legislators with a
proposal to make correctional investigators certified
peace officers, with the duty and authority to investi-
gate all crimes associated with the prison system.
Given this authority, and coupled with the dedication
and experience of its investigators, the Criminal
Investigation Division (CID) came into its own.

drugs flow into Colorado prisons
weekly. Inside the prison, the
street value of drugs increases tenfold. Accordingly,
drugs satisty the inmates’ needs for power and
money. Drugs also create a dangerous climate in the
prison. Inmates on drugs pose a danger to themselves
and others; drug debt collections generate serious
assaults and homicides.

A number of law enforcement agencies have been
working with CID in a concentrated effort to curb
drug trafficking. In recent years, the DEA has solic-
ited intelligence from CID and assisted with several
complex drug investigations.

The CID K-9 unit also actively participates in
drug interdiction programs. Canine crime fighters
detect drugs inside the prison, at outside work crew
sites, and in visitors’ vehicles. The unit also works in
concert with local prosecutors from the district
attorney’s office in drug deterrence programs within
the prison. In recent years, several state and federal
agencies have called upon the CID K-9 unit to assist
in some very high profile cases. In addition to their
work in drug cases, the unit’s dogs track escaped
prisoners and often help find missing persons in the
community.
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Monitoring Gangs

The Colorado Department of Corrections employs
gang coordinators at each of its prisons to monitor the
activities of gang members. The gang coordinators
share intelligence with outside law enforcement
agencies and maintain the Security Threat Intelligence
Network Group, a regional database of gang informa-
tion. CID generally becomes involved when the gang-
sters commit crimes, which
usually revolve around drugs. The

hundred seventy-four intelligence cases, 328 agency
assists, 37 K-9 actions, and 504 complaint reports
made up the remaining 1,043 cases. In 1999, the unit
handled 1556 cases—306 felonies, 188 internal
affairs investigations, 232 intelligence cases, 303
agency assists, 27 K-9 actions, and 500 complaint
reports.

The cases CID resolves represent more than mere
numbers. While no real deterrent exists for inmates,

prisoners in Colorado now must

Department of Corrections’
proactive approach to gangs has
forced much of their activity
underground. Any actions that
surface, such as recruiting new
members, subject inmates to
administrative sanctions and, most
likely, a transfer to a more secure
facility.

Solving Other Cases
CID investigates a wide

CID investigates a
wide variety of
crimes that occur
both inside and
outside the prison.

pay a punishment for the crimes
they commit while incarcerated. As
a result, a safer prison environment
exists. Moreover, the improved
relationship between outside law
enforcement agencies and the
Department of Corrections has
enhanced the crime-fighting efforts
within the prisons and in the
communities these public safety
officials all serve.

CONCLUSION

variety of crimes that occur both
inside and outside the prison.
These crimes include assault, sexual assault, felony
theft, fraud, bribery, escape, bank robbery, and
murder for hire. In the last 5 years alone, CID has
investigated more than 20 cases in which inmates
have hired undercover CID investigators to commit
first-degree murder. In September 1998, three sepa-
rate cases came from one prison cell block. The
successful resolution of these cases spared the lives of
two judges, three district attorneys, and two civilians,
while resulting in three successful prosecutions with
two other offenders awaiting trial.

Results

Since its inception, CID has successfully resolved
several hundred cases every year. In 1997, the unit’s
case load included 292 felony investigations and 133
internal affairs cases. The remaining 1,361 cases
comprised 345 intelligence cases (a case initiated
based on information received from some source),
295 agency assists (e.g., provide intelligence, help
with a raid), 83 K-9 actions, and 638 complaint
reports. In 1998, 1,460 investigations covered 240
felony and 177 internal affairs investigations. One

8 / FBI Law Enforcement Bulletin

Many people do not realize
that prison inmates often belong to very complex
crime organizations that spread throughout the
country. Their crimes may initiate inside the prison,
but they reach out into the community. The Colorado
Department of Corrections has recognized the need to
better protect society by holding its inmates respon-
sible for the crimes they commit in prison. As a result,
a new cop has emerged on the beat. These seasoned
investigators remain dedicated to protecting and
serving the public by keeping convicted felons in
check.

While the Colorado Department of Corrections
Criminal Investigation Division is a relatively new
addition to the law enforcement community, it has a
great deal to offer any agency seeking intelligence
and assistance in monitoring career criminals. This
approach to law enforcement may well serve as a
resource for other states to espouse. 4

Mr. Bell serves as a criminal investigator for the Colorado
Department of Corrections in Canon City. Readers may
contact him by e-mail at bill.bell@doc.state.co.us.




Biometrics

Solving Cases of Mistaken Identity and More

By STEPHEN COLEMAN, Ph.D.
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early a century ago, law en-
N forcement agencies discov-
ered the value of using fin-
gerprints as a means of positive
identification.! Today, law enforce-
ment continues to use fingerprints
to solve crimes, identify criminals,
and keep criminal records. How-
ever, fingerprints represent merely
one type of biometric, a physical
characteristic that can distinguish
one person from another. Others in-
clude the face, the eyes, the hands,
and the voice.
Biometric technology creates
new opportunities for law

enforcement and crime prevention
by accurately identifying people
when they cash checks, collect
welfare benefits, use automated
teller machines (ATMs), cross bor-
ders into the United States, sign on
to computer networks, or enter se-
cure buildings. The promise of bio-
metrics may become tarnished,
however, if governments or busi-
nesses use it to monitor and gather
information on a person’s private
activities.

In 1998, the Center for Applied
Research and Policy Analysis at the
Metropolitan State University in St.

© PhotoDisc

Paul, Minnesota, studied biomet-
rics; its accuracy, applications, and
costs; as well as the legal and pri-
vacy issues associated with these
potential uses. The center con-
cluded that biometric systems have
enormous potential for public and
private organizations alike.

BIOMETRIC SYSTEMS

Biometric systems serve two
purposes: identification and authen-
tication. For example, when the po-
lice make an arrest, they compare
the suspect’s fingerprints with fin-
gerprints on file to determine if the
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Dr. Coleman serves as an associate professor and director of the
Center for Applied Research and Policy Analysis at the Metropolitan
State University’s School of Law Enforcement, Criminal Justice, and

Public Safety in St. Paul, Minnesota.

person has a criminal record. Bio-
metric systems also can identify
criminals who refuse to disclose
their names or who give aliases.
Traditionally, highly trained spe-
cialists did this fingerprint work

manually. Now, the typical
biometric fingerprint system auto-
matically reads a person’s finger-
prints with a video camera, converts
the fingerprint images into com-
puter data, and searches the finger-
print file for similar prints, which
the system stores digitally as elec-
tronic data.

By comparison, authentication
occurs when, for instance, a person
uses an ATM card and must enter a
personal identification number
(PIN) to prove authenticity. Experi-
ence shows, however, that this type
of security remains weak, and
fraudulent use of cards, checks, and
driver’s licenses costs businesses
millions of dollars each year. In
contrast, with a biometric ATM
system, the bank could put a
person’s fingerprint data or another
biometric on the magnetic strip on

10/ FBI Law Enforcement Bulletin

The public generally

of biometric systems
as a necessary part
of doing business in
today'’s crime-ridden

accepts the use

society.

7]

the back of an ATM card when the
person first applies for it. To use the
card, the owner would place it in a
cash machine and put a finger on the
machine, which would read the
print, convert it into numbers, and
compare it with the fingerprint data
on the card. If the numbers match,
the machine would pay out. A small
computer in the ATM machine
would do the work. Alternately, a
central computer could store the
biometric and retrieve the informa-
tion when customers present their
identification cards or enter their
passwords into the system. Finally,
a “smart card” with a small com-
puter chip memory could hold the
biometric.

The number of comparisons the
system makes to verify the person
differentiates identification from
authentication. For identification,
the computer may have to compare
many thousands of fingerprints; au-
thentication requires only one com-
parison between the card and the
person presenting it. A biometric
system that makes thousands of

comparisons must have a higher ac-
curacy rate than a system designed
for a single comparison. Thus, ac-
curacy represents one concern for
potential users because different
systems vary in their degree of ac-
curacy. Depending on their needs,
agencies must select the right type
of system.

Types of Systems

A profusion of vendors now
produces a variety of biometric sys-
tems. The most common systems
identify or authenticate users by
their fingerprints, eyes, hands,
faces, or voices.

Fingerprints

No two fingerprints are alike.
For this reason, law enforcement
and the courts recognize finger-
prints as unique personal identifi-
ers. Most biometric fingerprint sys-
tems work by finding the breaks and
forks, also called minutiae, in the
fingerprint ridges and converting
information about their position
into a series of numbers, like coor-
dinates on a map. Some systems use
other information about the ridges
or pores of the skin.

Eyes

Two biometric systems use in-
formation about a person’s eye; one
looks at the pattern of veins in the
retina, while the other uses the pat-
tern of fibers, tissues, and rings in
the iris. Experts believe that both of
these biometrics are as unique as
fingerprints, but their use in identi-
fication lacks the established his-
tory of fingerprints.’

The retinal system, the first sys-
tem invented, requires shining a
light into the eye at close range to




illuminate the retinal pattern. As a
result, it demands the cooperation
of the person being checked. The
retinal system’s accuracy rate
makes it appropriate for high-secu-
rity facilities, such as nuclear power
plants.

Users have begun to express a
preference for the iris-based sys-
tem. Although relatively new, it re-
quires only that a person look to-
ward a video camera operating
several feet away. In addition, nei-
ther eye color nor corrective lenses
(glasses or contacts) interfere with
the biometric. Similarly, changes in
the size of the iris in response to
light do not affect the system. Actu-
ally, a biometric system can use the
fact that the iris adapts to light to
verify that the eye belongs to a per-
son, not a photograph.

Although the theory requires
additional research, some evidence
suggests that patterns in the eye
may change over time because of
illness or injury. Therefore, eye
identification systems may not
work for blind people or individuals
with eye damage.

Hands

Biometric systems can use the
hand’s distinct, three-dimensional
characteristics, including the
length, width, thickness, and con-
tour of the fingers; veins; and other
features. Hand-geometry systems
most commonly control access to
buildings. A person seeking admit-
tance places a hand in a device that
examines it with a video camera and
converts the video image to num-
bers in a computer for comparison
with the person’s prerecorded hand
geometry.

Changes in a person’s fingers,
for example, large rings or swollen
fingers, may affect hand identifica-
tion, and the system may not work
for people with hand paralysis or
tremors. Environmental problems,
such as temperature or light shining
at the camera, also may hamper the
system.

Biometric
technology creates
new opportunities

for law
enforcement and
crime prevention....

Face

Facial biometric systems have
seen rapid improvement.* A video
camera scans the face and records
the arrangement of features for
comparison with previously re-
corded facial images. Facial-recog-
nition systems can automatically
scan people’s faces as they appear
on television or a closed-circuit
camera monitoring a building or
street. One new system uses the in-
frared heat pattern of the face as the
biometric, which means the system
works in the dark.

Individuals who change their
appearances markedly, for ex-
ample, by growing beards, or who
make unusual facial expressions
can confuse the system. The orien-
tation of a person’s face toward the
camera also can influence accuracy.

These systems may not be able to
distinguish twins.

Voice

To a limited degree, voice or
speech patterns can identify people.
To use a voice-recognition system,
a person must prerecord specific
words on the system. Later, when
the system needs to authenticate the
person’s identity, it prompts the
person to say one of these words. A
computer analyzes the speech pat-
tern and tries to determine if the
voice matches the prerecorded ver-
sion. Voice recognition differs from
speech recognition, in which a com-
puter tries to understand what a per-
son says.

Voice recognition suffers from
a variety of problems. A person’s
voice may change because of illness
or stress, and women prove more
difficult to identify than men. A
noisy background also can present a
problem.

Other Biometrics

A few available, but rarely
used, biometric systems use palm
prints, and others use finger geom-
etry. Some researchers are trying to
develop biometric systems based on
written signatures, personal odors,
ears, sweat pores, the way a person
types on a keyboard, and body
motions.

APPLICATIONS

Biometric technology covers a
wide range of applications, from
identifying criminals to preventing
welfare fraud. Because of their high
security needs, correctional institu-
tions have led the way in imple-
menting biometric systems.
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Corrections

In a number of federal prisons,
visitors, staff, and inmates have
their hand biometric put on a photo
identification card, which they must
carry with them. Card and hand
readers installed throughout the
prisons control access to various ar-
eas; the systems also record
everyone’s movements.

Similarly, the Minnesota De-
partment of Corrections has hand-
geometry systems in the state’s
three medium-security prisons.
People leaving the institution swipe
their identification cards into the
system, while placing their hands
on a reader. The system compares
the biometric on the card with the
person’s hand before allowing them
to leave. Staff members also have
photos on their identification cards
to supplement hand-geometry veri-
fication and make false identifica-
tion a remote possibility.

The department installed the
systems in 1997 and continues to
refine them, with plans to put simi-
lar systems in other prisons. The
system at one prison, which in-
cludes a computer network, termi-
nals at three access points, and pro-
gramming tailored to the system’s
specifications, cost $130,000.

In 1990, the Cook County, Illi-
nois, Sheriff’s Office began using a
retinal identification system for
prisoner identification and release.*
At the time, the system cost about
$500,000 for 23 scanners and other
equipment to connect the system,
but prices for the equipment have
come down. The Lancaster County,
Pennsylvania, prison’s prisoner
identification system uses iris-
based technology. In 1997, the
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stand-alone system cost about
$10,000.°

New York City recently con-
tracted for an electronic probation
monitoring system, for a cost of
$925,000.° The hand-geometry
system uses kiosks with video
touch-screens that allow probation-
ers and parolees to check in elec-
tronically with probation officers
on reporting dates. The city expects
to use the system to monitor about

Live scanning...allows
agencies to transmit
prints to other
agencies, including

the FBI.
1]

35,000 low-risk probationers, al-
lowing probation officers to spend
more time supervising high-risk
probationers.

Voice-recognition systems also
can monitor probationers. One sys-
tem randomly pages a probationer,
who must call a toll-free number.
The system then verifies the caller
by voice,” while Caller ID verifies
the probationer’s location.

Border Control

The federal Immigration and
Naturalization Service (INS) has
pioneered biometric systems in bor-
der control. A multitude of people
cross into the United States daily—
100,000 in El Paso, Texas, alone®—
which makes prompt and accurate
identification necessary. In 1993,
INS began a trial of its Passenger

Accelerated Service System
(INSPASS), which uses either hand
geometry or, at one location, finger-
prints.” Business travelers who fly
into the United States at least three
times yearly can apply for a biomet-
ric identification card at an
INSPASS enrollment center. Then,
on arrival, the traveler puts the card
into a kiosk and puts a hand on the
designated spot. If the system veri-
fies the person’s identity, it opens a
gate and records the process.

The U.S. Department of Justice
evaluated the initial INSPASS sys-
tem, which cost about $3 million.
The audit found that INSPASS “has
the potential to be a cost-effective
means of reducing processing time
for frequent travelers...without sac-
rificing security.”!® The $45,000
kiosk costs less than a border
inspector’s yearly salary, approxi-
mately $50,000.

INS has opened automated bor-
der crossing systems (Port Passen-
ger Accelerated Service System, or
PORTPASS) on the northern bor-
der in Montana and in Coronach,
Canada." In these remote locations
where employees do not work
around the clock, a voice-recogni-
tion system, which can withstand
severe weather conditions, authen-
ticates border crossers. On the
Mexican border, illegal immigrants
caught crossing the border have
their fingerprints read into an elec-
tronic database for future identifica-
tion and to check for those wanted
by the police.'?

Criminal Identification

In 1978, 